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Abstract

Crypto wallets are a key touch-point for cryptocurrency use.
People use crypto wallets to make transactions, manage crypto
assets, and interact with decentralized apps (dApps). However,
as is often the case with emergent technologies, little attention
has been paid to understanding and improving accessibility
barriers in crypto wallet software. We present a series of user
studies that explored how both blind and sighted individuals
use MetaMask, one of the most popular non-custodial crypto
wallets. We uncovered inter-related accessibility, learnability,
and security issues with MetaMask. We also report on an
iterative redesign of MetaMask to make it more accessible for
blind users. This process involved multiple evaluations with
44 novice crypto wallet users, including 20 sighted users, 23
blind users, and one user with low vision. Our study results
show notable improvements for accessibility after two rounds
of design iterations. Based on the results, we discuss design
implications for creating more accessible and secure crypto
wallets for blind users.

1 Introduction

Crypto wallets are an essential touch point for users to inter-
act with blockchain and cryptocurrency technologies. These
wallets are user interface wrappers over public/private key
pairs that allow users to securely store, send, receive, and
monitor their digital assets without mastering the underly-
ing blockchain technology or running their own blockchain
nodes [54]. In addition, they facilitate authenticating into and
interacting with decentralized applications (dApps) [5, 16],
and simplify the participation in the governance of Decen-
tralized Autonomous Organizations (DAOs) [56]. In short,
end-user use of cryptocurrency and blockchain technologies
is synonymous with the use of crypto wallets.
Unsurprisingly, understanding and improving the end-user
experience with crypto wallets has been the subject of much
prior research [15,25,28,59]. Yet, as is common with emer-
gent and rapidly evolving technologies [20], ensuring the ac-
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cessibility of crypto wallets has not been a focus of this prior
effort. This lack of accessibility, in turn, effectively marginal-
izes blind users from participating in the emerging ecosystem
of cryptocurrency and blockchain apps [18]. In response,
Marta Piekarska, Director of Ecosystem at Hyperledger, high-
lighted the importance of accessible wallets for the blind
community and how current wallets have not addressed their
needs [27]. The National Federation of the Blind has, like-
wise, called for improving the accessibility of cryptocurrency
technology [6], noting a lack of centralized oversight could
cause poor accessibility outcomes.

Moreover, accessibility is closely tied to usability and se-
curity. Usability issues often disproportionately impact blind
users [45]. For example, while all novices may be over-
whelmed by the highly technical concepts foregrounded by
crypto wallets (e.g., seed phrases, transaction gas fees) [3],
novices who are blind face the additional burden of con-
fronting these concepts with user interfaces that are inaccessi-
ble to screen readers. Likewise, security concerns are rampant
in the Web3/crypto space, particularly phishing scams that
trick users into sharing their private key or seed phrase with
attackers [48] and sending their cryptocurrency assets to an
attacker’s address [37]. Blind users may be even more at risk
than others: prior work has shown that accessibility tools can
help blind users detect and protect themselves against phish-
ing attacks [17], a tactic that cannot be executed when crypto
wallets themselves are inaccessible.

We present a multi-phased, iterative re-design of a popu-
lar crypto wallet, MetaMask, to both examine and improve
accessibility of crypto wallets. MetaMask is a non-custodial
wallet, meaning that end users are responsible for managing
their own private keys. We focused on MetaMask because
it was the dominant wallet when we conducted this work in
2022, with 30 million monthly active users [52]. We designed
the resulting wallet, iWallet, with “inclusiveness” in mind,
aiming to improve accessibility for blind users. Specifically,
our work was guided by the following research questions:
RQ1: What are the experiences of blind users with current
crypto wallets?



RQ2: How can crypto wallets be made more accessible to
blind users?

To answer RQ1, we collected and analyzed user reviews
of 10 existing crypto wallets, performed a competitive anal-
ysis of the accessibility and other usability aspects of them,
and conducted a usability study (N=18) of MetaMask (Ver-
sion 10.23.2). Accessibility issues were common in all of the
10 popular wallets we analyzed. Eight of the ten wallets in
our competitive analysis did not implement any accessibility
features. The two that did (MetaMask, Coinbase) still had
accessibility issues such as a confusing heading hierarchy,
poor contrast between text and background colors, and a lack
of keyboard navigation accessibility. In the usability study,
we observed the behavior of 10 sighted users, 7 blind users,
and one user with low vision while they performed basic tasks
(e.g., creating an account, making transactions, importing an
account) using MetaMask. We aimed to identify accessibility
concerns and tasks that were disproportionately difficult for
blind users to inform our later accessibility-centered redesign.
We uncovered several accessibility issues, including unlabeled
and poorly labeled buttons and a lack of confirmation notifi-
cations. These accessibility issues also exacerbated a number
of correlated usability and security issues. For instance, when
creating or importing a wallet account in MetaMask, users
had to manually write down and type in their seed phrase, con-
sisting of 12 automatically generated words — a challenge
that was much more difficult for blind participants.

To answer RQ2, we followed an iterative design pro-
cess [47] to implement and evaluate a more accessible version
of MetaMask: iWallet. Based on our findings for RQ1, we
designed iWallet with a focus on accessibility — touching
on education, security, and usability. To evaluate our first
redesign, we conducted a pilot study with a new set of 10
sighted and 8 blind participants. Building on their feedback,
we iterated on our design and conducted a summative eval-
uation with a new set of 8 blind users. In our final design,
we updated several features: we improved button labels, pro-
vided text summaries to improve the accessibility of video
instructions, and prioritized downloading the seed phrase as
a back-up option over manually writing it down. The sum-
mative evaluation confirmed that participants found iWallet
more usable and accessible than the original MetaMask. On
the System Usability Scale (SUS), participants rated iWallet
much higher than MetaMask (81 vs 70, out of 100). Much of
this improvement could be attributed to reducing complexity,
improving ease of use, and reducing the need for prerequisite
knowledge in their interactions with the wallet. Our blind
participants, in particular, expressed positive feedback over-
all. Specifically, they appreciated: (i) the adequate labeling
of buttons and web elements as well as the accessible secret
recovery phrase' management process; (ii) being prompted to
re-type and confirm the receiving address when sending cryp-

I'The secret recovery phrase in iWallet and MetaMask is equivalent to the
seed phrase in other wallets. We use these two terms interchangeably.

tocurrencies to other accounts to ensure transaction security,
since differentiating wallet addresses is harder for blind users;
and, (iii) the accessible, video- or text-based explanations of
technical crypto concepts (e.g., wallet address).

Our work makes two main contributions. First, through a
competitive analysis of popular crypto wallets and a multi-
phase user study, our work is the first to examine and improve
the accessibility of crypto wallets for blind users, cataloging
accessibility issues faced by blind users when using popular
crypto wallets such as MetaMask. One concerning finding
is that popular wallets such as MetaMask failed common
accessibility standards such as WCAG. Second, through an
iterative design process, we fix accessibility issues (e.g., by
adding labels), introduce new accessibility designs such as
downloadable, encrypted seed phrases, and provide key in-
sights for researchers and practitioners on how to design more
accessible crypto wallets for blind users.

2 Related Work
2.1 UX of Blockchain-Based Apps

User experience (UX) is a major challenge in blockchain-
based applications, especially for non-technical users who
find it daunting to understand the technical aspects of
blockchain [30]. Additionally, the security of blockchain tech-
nology can be compromised if the UX is not designed with
security in mind, leading to security breaches [34].
Decentralized Autonomous Organization (DAO), a disrup-
tive advancement in blockchain-based applications, achieves
algorithmic governance through smart contracts while heavily
relying on human collaboration in decision-making [42,44,
51]. DAOs face usability issues due to the complex nature of
the underlying technology, particularly with respect to smart
contracts. Users often encounter difficulties managing their
tokens to participate in voting and proposals, which is consid-
ered challenging for less tech-savvy individuals who may not
fully understand the process [33]. Non-fungible token (a.k.a.
NFT), another popular blockchain application, also suffers
from poor user experience, especially during the onboarding
process, which can lead to loss of money and scams [53,60].
Uniswap is a decentralized cryptocurrency exchange with two
main features: cryptocurrency swapping and pooling cryp-
tocurrency as liquidity. A research report indicated that the
analytics features were not easily accessible to users navi-
gating the Uniswap app, which could cause confusion and
hinder user adoption [7]. Furthermore, users’ mental mod-
els, influenced by traditional financial applications such as
stock exchanges, could impact their perceived usability and
user experience of this decentralized platform. In the case of
blockchain-based gaming, players may find the technology
not intuitive, with accessibility being a significant barrier [4].

2.2 UX of Financial Apps

Since crypto wallets could be considered a type of financial
app, we also looked into the prior literature in financial apps,



identifying a number of issues related to user experience,
including trust, security, usability, and design [14,32,38]. Ak-
turan et al. conducted a user experience inspection of financial
applications, focusing on mobile banking, online trading, and
personal financial management [13]. Medhi et al. [43] exam-
ined mobile banking user interfaces in developing countries
and proposed a framework that emphasized the importance of
designing for users with limited literacy and numeracy skills
to improve accessibility and financial inclusion. Teresa et
al. [55] examined different methods and tools for evaluating
the user experience of financial services and highlighted the
challenges of conducting research in the highly regulated fi-
nancial industry for many researchers. Several studies have
investigated the relationship between trust and user experi-
ence in mobile banking using a combination of surveys and
interviews. For example, it was found that trust was a key
factor in user experience and that factors such as security, re-
liability, and transparency could have a significant impact on
users’ trust in mobile banking applications [62]. In addition,
Wentz et al. and Goundar et al. [31,61] have highlighted the
lack of consideration for accessibility in designing various
digital financial services.

2.3 Usability of Crypto Wallets

Cryptocurrency is becoming increasingly popular in recent
years. According to an NBC News poll, one in five Americans
has invested in, traded, or otherwise used cryptocurrency [24].
People hold cryptocurrency for investment purposes, to pur-
chase goods including everyday items, and to learn more
about crypto assets out of curiosity. Crypto wallets are soft-
ware wrappers on top of private/public key pairs to facilitate
easy interaction with the underlying blockchain [22]. How-
ever, usability issues prevent them from reaching the mass
public [57,63]. Researchers in the HCI community have tried
to identify usability issues in crypto wallets [26]. For ex-
ample, Moniruzzaman et al. adopted an analytical cognitive
walk-through inspection with 5 participants, and found many
crypto wallets lacked good usability in performing fundamen-
tal tasks [45]. From an end user’s perspective, a blockchain
usability report identified common usability issues of crypto
wallets through a survey of over 200 crypto holders [23]. The
report found that users had difficulty interacting with wallets
and, in turn, the underlying blockchain. More than half of the
users had at least one concern or problem with their transac-
tions. Many users did not have full confidence in transactions,
fearing that something might go wrong. The most reported
issue was that users were not sure if a provided wallet address
was accurate. Transaction fees were conceptually confusing
to the users since the connection between fees and delivery
times was often unclear. Similarly, 6,859 reviews regarding
user experience of five mobile crypto wallets were identified
and qualitatively analyzed by Voskobojnikov et al. [58]. Lack
of guidance during the setup made it challenging to create
a wallet. Qualitative quotes by interview participants were

presented by Voskobojnikov et al. [57], pointing out usability
issues of popular crypto wallets such as MetaMask: “You
have to enter a gas amount in some other currency that you
have never heard called Gwei and then a lot of the times the
recommended amount isn’t enough.”

Numerous attacks have been conducted against the
blockchain ecosystem [11], especially decentralized finance
(DeFi), such as flash loans [50]. Such security vulnerabilities
could often be attributed to usability issues. Mai et al. [40]
found that users’ misconceptions of cryptocurrency and the
blockchain were associated with their inappropriate security
and privacy practices. Compared to the large body of work
devoted to understanding and addressing usability issues of
crypto wallets, their accessibility is overlooked in prior litera-
ture, which we elaborate on in the following section.

2.4 Accessibility of Crypto Wallets

Accessibility in the context of crypto wallets has been dis-
cussed and promoted in earlier days. A blockchain workshop
position statement highlighted that most crypto wallets relied
heavily on visual elements, which made them difficult or even
impossible for blind users to use [27]. Advocacy groups, such
as the National Federation of the Blind, have responded to
the accessibility challenges and called for increased attention
to the accessibility of crypto technology. They argued that the
decentralized nature of cryptocurrencies and the lack of cen-
tralized oversight may hinder accessibility for blind users [6].
However, to date, there has been a lack of academic work on
the accessibility of crypto wallets. Thus, it is evident that there
is a need for more focused research on the accessibility issues
faced by blind users when using crypto wallets, as well as a
need for the development of wallet designs that are accessible
to all users, including those with disabilities. In this study, we
aim to contribute to the limited literature in understanding
and addressing accessibility issues of crypto wallets.

3 Empirical Analysis of MetaMask

No prior studies have examined wallet accessibility for blind
users. To help fill the gap, we first analyzed 10 popular wal-
lets in terms of their features and user reviews from three
major platforms, i.e., Chrome Web Store (Chrome extension),
App Store (i0S), and Google Play Store (Android). Details
of this analysis are in Section A in the Appendix. Our com-
petitive analysis allowed us to explore potential accessibility
challenges which were then used to inform our study and
redesign. In particular, we found common complaints about
the lack of accessibility among these crypto wallets, such as
poorly labeled buttons, and learnability and security issues.
To complement our aforementioned analysis, we conducted
a user study with 10 sighted users, 7 blind users, and one user
with low vision with MetaMask (Version 10.23.2). They were
recruited from blockchain channels on Discord, Twitter, etc.,
as well as our participant pools of previous accessibility stud-
ies. Table 3 in Appendix shows the details of these participants



(M1-M18). We followed a similar procedure as in Section 5
for this exploratory user study, where we asked our partici-
pants to conduct a few tasks, such as creating a wallet account
and sending some (testnet) tokens. Interviews were conducted
before and after the tasks. The whole process generally took
1-2 hours. Blind users spent longer time on the tasks given the
accessibility issues. Participants were given $30 as a compen-
sation. Qualitative and quantitative data collected in this stage
were used to inform our redesign to improve the accessibility
and usability of MetaMask.

Our data came from participants’ think-aloud responses
and our observation notes during the tasks as well as the inter-
view responses. The success rate of tasks and results from the
SUS survey helped assess usability and accessibility for blind
users. The educational aspect was measured through knowl-
edge question (KQ) surveys and task success rates. We also
examined tasks such as typing the correct receiving address
and avoiding seed phrase disclosure to understand usable
security implications.

3.1 Findings: MetaMask

The user evaluations of MetaMask revealed a number of issues
about accessibility, security, as well as education about crypto
literacy. On average, our sighted participants finished 8.6 of
the 10 tasks. Blind users similarly finished 8.3 tasks, but the
process was more cumbersome for them. It took sighted users
28.2 minutes on average to finish the tasks, while for blind
users, the time increased to 47.9 minutes (about 70% longer
than sighted users). A major reason for this time difference
was the accessibility challenges encountered by blind users
when using the wallet. Table | summarizes the quantitative
results of our evaluations. We detail our findings next.

Accessibility. The majority of blind participants were more
or less discouraged by accessibility issues, including unla-
beled buttons and other web elements (e.g., input fields), lack
of confirmations or notifications, incompatibility with screen
readers, and the cumbersome process of dealing with the se-
cret recovery phrase.

Buttons in MetaMask were not properly labeled to be read-
able by screen readers’, according to many participants such
as M13. This made wallet usage awkward for blind users. In
the onboarding process, M 11 failed to set up his password
promptly since the password rule (“8 character min”) was not
readable by his screen reader. He also could not reveal the hid-
den secret recovery phrase in the onboarding process, since
the button of “click here to reveal secret words” was hard to
find and operate with a screen reader; thus he could not go
to the next page without the help of our research team. Dur-
ing the transaction process, the field to enter the transaction
amount was also not labeled (M 11, M13), making the transac-
tion a rather time-consuming process for the blind users. For

2Qur participants mostly use JAWS, NVDA, and Voiceover (only available
on Mac systems).

some checkboxes, screen readers mistakenly announced them
as unchecked even after the users checked them (M18).

Inconsistent notifications were raised as another accessi-
bility issue in MetaMask. Sometimes, announcements were
not provided after an operation was performed, e.g., copying
the wallet address, or submitting a transaction. On the Meta-
Mask wallet main page, the wallet address is provided. After
one hovers over this clickable button with their mouse, a text
popup would appear, saying “Copy to clipboard.” However,
if a blind user navigates to this button with their keyboard,
the text will not be verbally announced. Many of our blind
participants like M13 did not know how to copy the wallet
address until being told by us to press the Enter key on the
button. There was also no announcement after the wallet ad-
dress was copied (M11), while for sighted users, there was a
text popup “Copied!”

When verifying the secret recovery phrase during onboard-
ing or importing accounts, blind users had to spend much time
and energy confirming it word by word. In MetaMask, each
secret recovery phrase is a random set of 12 words and users
need to select the words in the correct sequence to verify it.
As in M18’s case, when confirming the secret recovery phrase,
she needed to check the upcoming word in the original phrase,
and go through the shuffled words to find the matching one
— this process was cumbersome using a screen reader. M15
also complained that this confirmation process took a lot of
energy. Some blind users such as M11 and M13 did not want
to go back and forth to confirm the secret recovery phrase and
chose to use the “remind me later” option to skip the process,
which could become a significant security risk as MetaMask
did not provide an intuitive way for them to go through this
process again later in use. M 13 skipped the process and could
not import her wallet later since she did not have the secret
recovery phrase. M11 downloaded the secret recovery phrase
in plain text in a file, which could be easily left in the wrong
hands. He felt MetaMask should provide more secure and
accessible options for storing the secret recovery phrase.

Many expressed that accessibility issues could also lead to
security problems. For example, M11 explained how improper
button labeling could lead to security and trust issues for blind
users, “With some of the functionalities unclear to screen
reader users, it raises trust concerns in that I'm afraid to
set off some unknown function that could negatively impact
my account. For example, I might accidentally click a wrong
button which is not labeled, and reveal my account. It could be
a real problem if I'm on public channels.” This chain effect
of accessibility issues and subsequent fear of accidentally
revealing important private information can significantly limit
their ability to engage with the wallet and the crypto space.

While the aforementioned issues were spotted in an earlier
version of MetaMask (Version 10.23.2), the more recent ver-
sion (Version 10.25.0) made some color changes in its light
mode to improve color accessibility. However, other accessi-
bility issues we identified still persisted. The design changes



we made later were still lacking in the latest version of Meta-
Mask. We were not directly collaborating with MetaMask,
but plan to share our findings and redesigns with MetaMask.

Education & Learnability. Except for M3 who was famil-
iar with the concepts of crypto wallets before the study, all
other participants found MetaMask confusing due to its many
complicated concepts, such as secret recovery phrase, private
key, gas fee, and main vs. test networks. For instance, many
reported a lack of education for gas fees. Some participants,
like M6, suspected that the gas fee might be a transaction fee
equivalent, but none of them were sure about this concept.
M1 was confused about what percentage of the transaction
amount she should pay as the gas fee. Similarly, many partici-
pants did not understand the meaning and importance of the
secret recovery phrase even after the study. These concepts
are common in crypto wallets, which could give novice users
an extra barrier when using them. M16 thought the option
of skipping secret recovery phrase confirmation (“Remind
me later”) in the onboarding process diluted the education on
this concept, and he was no longer sure if it was important
(“Skippable things are not important’).

MetaMask often failed to provide explanations on crypto
concepts, which could be challenging for blind users. For ex-
ample, the shortened wallet address (e.g., 0x056...8089) was
there without further explanation, with many blind partici-
pants not knowing it was the wallet address. Sighted users
could infer the role of the string, i.e., they inferred the wallet
address string was the address after seeing it: “I guess it’s the
wallet address. Addresses usually look like this.” However,
blind users found more difficulty doing so since they could
not visually see the wallet address to infer what it was.

Moreover, our participants tended to skip educational
videos out of their user habit with apps. Blind users like M16
preferred text-based instructions, since they were easier to
read, more accessible, and more time-saving than videos. The
education provided by MetaMask was associated with a small
improvement in the number of KQs answered correctly. The
participants answered only 0.3 more questions correctly in
the post-study KQ survey than in the pre-study one.

Usable Security. A few participants (both sighted and blind
users) mentioned their concerns about sending crypto assets to
wrong receiving addresses, since in MetaMask, there was not
a confirmation page asking users to double-check their trans-
action details such as receiving address and amount. M9, who
manually typed the receiving address during the transaction
task, expressed the fear of typing a wrong address. Several
blind participants typed their own wallet address instead of
the one provided by the research team, and corrected it after
being reminded by the research team.

Disproportionately Impacted Blind Users. Our sighted
and blind participants experienced security and learnability
issues in MetaMask, such as uncertainty about transaction
accuracy and a lack of explanation for crypto concepts. These
issues were in part because they were novice users of cryp-

tocurrencies and crypto wallets. However, these issues could
affect blind users even more. For instance, without accessible
(visual) cues, it was harder for blind users to tell different
addresses apart. Moreover, inaccessible features such as un-
labeled buttons made it a rather cumbersome process to use
MetaMask for blind users.

4 Our Redesign of MetaMask

Previous studies in crypto wallets have primarily focused on
investigating the usability challenges [45] and security percep-
tions [40] of blockchain technologies. However, there remains
a lack of clarity regarding how to design crypto wallets to ac-
commodate a broader user population, which includes novice
users with limited cryptocurrency literacy, and individuals
with visual impairments. Our competitive analysis of multiple
popular wallets (described in Section A in the Appendix) and
user evaluations of MetaMask (detailed in Section 3) have re-
vealed several limitations and shortcomings that informed the
areas of improvement for accessibility as well as education
and usable security. While blind users were disproportion-
ately impacted by the design flaws, we utilized the results to
guide our accessibility-centered designs. To explore ways to
address these issues, we employed an iterative design process
to implement and evaluate our redesign ideas.

4.1 Crypto Wallet Redesign Considerations
Existing crypto wallets are often cumbersome to use for blind
users due to a number of reasons, such as inadequate label-
ing, core functions which require great cognitive effort from
blind users (e.g., secret recovery phrase management), and
ineffective and inaccessible learning resources. Thus acces-
sibility became a pivotal design consideration in our study.
To enhance accessibility, we aimed to label buttons and other
web elements adequately, organize them into a clear hierarchy,
and use a combination of colors with sufficient contrast to
make the content more distinguishable for users with low vi-
sion. In addition, we considered streamlining the cumbersome
secret recovery phrase management during the processes of
onboarding and account importing to improve usability while
potentially enhance accessibility for blind users.

Design consideration 1: We improved the accessibility of
crypto wallets by labeling buttons adequately, organizing
web elements, and simplifying complicated tasks such as
secret recovery phrase management.

While crypto concepts were found harder to grasp for
blind users without visual cues, we aspired to present de-
sign features that improved both accessibility and learnability
of crypto wallets. To enhance the accessibility of educational
resources on crucial concepts and terminologies in cryptocur-
rency, such as gas fees and secret recovery phrase, we aimed
to incorporate intuitive onboarding and transaction processes
featuring a well-informed navigation with just-in-time video
and text instructions. The embedded instructions and guid-
ance would potentially eliminate the need for users to switch
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Tips
Store this phrase in a password manager
like IPassword.

Secret Backup
Phrase

Your secret backup phrase makes it easy to backup
and restore your account.

Write this phrase on a piece of paper
and store in a secure location. If you
want even more security, write it down
on multiple pieces of paper and store

each in 2-3 different locations.
WARNING: Never disclose your backup phrase. Anyone

with this phrase can take your assets forever. . "
P! Y Memorize this phrase.

Download and encrypt -or- a
your backup phrase CLICK HERE TO REVEAL SECRET WORDS

Figure 1: Downloadable encrypted secret recovery
phrase for seamless management.
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The Basics

Before getting started, its important that you have a good understanding on how

blockehain 9
Here are some videos we suggest on the basics.
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What are wallet
Crypto wallet is an
application to store, receive
and send cryptocurrency

hat are

Cryptocurrency is a form

digital currency, such as,
bitcoin, ethereumn.

hatisa
Blockchain is a public ledger,
or an advanced secure
database

Now that you have a basic understanding of everyThing. Let's move on to the wallet setup.

Wallet Setup

Figure 3: A dedicated education page with accessi-
ble videos and summative text to educate users on
blockchain and wallet basics during onboarding.

to a separate help center or additional web pages, which could
pose a challenge for blind users. The instructional videos and
text would educate novice users about crypto concepts such
as secret recovery phrase and how to securely use the wallet.

Design consideration 2: We embedded just-in-time edu-
cational resources including videos and text to help blind
users understand critical concepts and explore wallets.

Finally, we considered incorporating the feature that al-
lowed users to verify the last four digits of the recipient ad-
dress in the transaction process. This was motivated by the
results of our user study with MetaMask, where participants
strongly suggested adding a confirmation page when financial
assets were at stake. The blind participants often could not
tell different wallet addresses apart, which made them prone
to the risk of sending crypto assets to the wrong addresses.
Such security features could enhance the overall security of
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Seed Phrase Encryption

Rather than physically writing down your seed phrase, you could download
your seed phrase to your local computer and have it encrypted. This eliminates
the need of having to write down or memorize your seed phrase. Just follow the
simple steps below.

1. Create a pin that secure your seed phrase.
2. Take note or memorize this pin.
3. When prompted, input the pin to decrypt your file.

Continue

Figure 2: A PIN code to encrypt the secret recovery
phrase before downloading it to enhance security.

Before you continue, verify that the address you are sending to is correct.

Enter the last 4 digits of the recipient's address:
(=) v Address matches

If you input the wrong public address, you will NOT be able to recover the
assets you send as they are irreversable always double check
your recipient address
The address is above correct.

‘ Reject

Figure 4: A confirmation page for users to double-
check the receiving address by re-typing the last 4
digits to improve transaction security.

users’ assets, especially for blind users.

Design consideration 3: We added security features to
help reduce risks for novice users especially for blind users.

4.2 Redesign: iWallet (V1)

We used MetaMask, the most popular crypto wallet, as the
template for our redesign in terms of accessibility, education,
and usable security for blind users.

Accessibility. To improve the accessibility of MetaMask,
we took inspiration from Universal Design (UD), a framework
for inclusive design, providing principles for accessible experi-
ences in both physical and digital domains [39]. These princi-
ples include equal conditions, flexibility, simplicity, tolerance
for error, and reduced physical effort. UD implementation is
guided by best practices and accessibility guidelines such as
Web Content Accessibility Guidelines (WCAG) [8,36] and



Americans with Disabilities Act (ADA) [1]. More specifi-
cally, we first improved labeling for screen readers and dark-
ened texts for better contrast toward meeting the WCAG stan-
dards [8], which MetaMask failed to meet. The ARIA [2]
specification, which provides a framework to improve the
accessibility and interoperability of web content and applica-
tions, was also implemented for additional contexts for screen
readers. To help blind users be aware of their status in op-
erations, we provided notifications in pop-up windows after
they finished each task, e.g., submitting a transaction. We
further designed the function of downloading and uploading
an encrypted version of the secret recovery phrase for bet-
ter accessibility and security for blind users (Figures 1 and
2), as the process of writing and typing in the phrase was
cumbersome and error-prone for these users.

Accessible Educational Resources. Our redesign in the
education aspect utilized two types of media: video and text.
Figure 3 displays an example of the redesign aimed at educat-
ing users on wallet usage and crypto concepts. Specifically,
we added a dedicated page at the beginning of the onboarding
process with three informational videos to give users a gen-
eral understanding of blockchain, cryptocurrency, and crypto
wallets/exchanges. Note that the summative text under the
videos was implemented in the second design iteration. We
also provided a video during the transaction process to explain
the concept of gas fee, which was found confusing in previ-
ous research [23] and our evaluation of MetaMask. Some of
our blind participants in the MetaMask evaluation expressed
that they skipped videos because they were too fast to grasp,
and they would prefer text. In response, we added text ex-
planations using metaphors throughout the wallet pages. For
instance, we used bank account number to explain a wallet
address and bank password to explain a private key. To edu-
cate users about gas fee and its impact on transaction time in
an intuitive, direct-manipulation manner, we designed a gas
fee slider showing the positive relationship between gas fee
and transaction speed, and allowing users to choose between
low, average, or high fees for estimated transaction times of
45, 30, or 15 seconds, respectively.

Usable Security. To improve transaction security, espe-
cially for blind users, we designed a dedicated address con-
firmation page (Figure 4), asking users to re-type the last
four characters of the receiving address; only if there is a
match, users can proceed with the transaction. This feature
was designed to help ensure crypto assets were sent to the
right address.

4.3 Pilot Study Results of iWallet (V1)
We conducted a formative pilot study with 10 sighted users
and 8 blind users (W1-W18) to get feedback about our initial
redesign. We followed the same study process as in the evalu-
ation of MetaMask. Main pilot results are summarized below
but detailed in Section C in the Appendix.

The receiving address confirmation was regarded as a use-

ful and accessible security feature. Our embedded education
was deemed useful by participants, though the blind users
expressed a preference of text, which was more accessible for
them, over video instructions. While accessibility was greatly
improved in iWallet, leading to lower task completion time
than MetaMask, several accessibility challenges remain: (1)
Blind users wanted explicit text explanations beside crypto
concepts such as wallet address since they could not visually
infer their meaning as sighted users; (2) Blind users expected
more information (e.g., what is the next page for) in button
labeling to assist their navigation; (3) Blind users wanted text
summaries to supplement videos so that they could skip the
often inaccessible videos without missing important infor-
mation; (4) We failed to prioritize the option of uploading
the secret recovery phrase in the account importing process,
leading to task failure. Toward addressing the original acces-
sibility issues and the ones in our initial redesign, we focused
on accessibility in the second design iteration, which we elab-
orate next.

4.4 Redesign: iWallet (V2)

Based on the evaluation of iWallet (V1), our primary de-
sign goal was to enhance its accessibility. We provided more
thoughtful button labeling in a hierarchical manner to miti-
gate physical and cognitive efforts, and brief descriptions of
buttons and web elements to help blind users understand what
information was contained in them. We further improved
the consistency of page layout and prioritized the down-
load/upload option of managing the secret recovery phrase
during account creation and importing, aiming to make this
accessibility design better received.

We also made education more accessible for blind users.
To cater to user preferences and support their accessibility
needs, we added text summaries to supplement educational
videos, as some participants indicated that they preferred text
instructions, which were more accessible with a screen reader,
over videos. For example, under the video on cryptocurrency,
we provided a text summary: “Cryptocurrency is a form of
digital currency, such as Bitcoin and Ethereum (ETH).” Addi-
tionally, we made a number of changes to mitigate confusing
points of the user interface that our blind users expressed dur-
ing the pilot study. For example, MetaMask allows for the
management of multiple “accounts,” i.e., public/private key
pairs. By default, MetaMask refers to the wallet address of a
user’s default account as “Account 1.” However, the concept
of a wallet address as an “account” was confusing to users.
While sighted users were able to infer the wallet address string
to be an address, blind users found difficulty figuring it out.
Thus we changed the heading from “Account 1” to “Wallet
Address” to be more in line with the educational content we
showed users on wallet setup. Similarly, we provided a text
explanation for ETH, indicating it was a cryptocurrency.



4.5 Wallet System Design and Implementation

We developed our crypto wallet using React JS, and tested it
on Chrome and Firefox to ensure its functionality. The back-
end of the wallet is capable of handling various functions,
such as updating users’ transaction history when they buy
or sell cryptocurrency, facilitating local storage for data re-
quests from APIs, and including general helper algorithms
to streamline the redesigned features (e.g., gas slider design,
downloadable encrypted seed phrase). Our wallet workflow
includes essential features such as account creation, secret
recovery phrase encryption, and gas fee adjustment. To save
users’ transaction activity, our crypto wallet app engine in-
teracts with storage hosted on MongoDB. Whenever users’
activity or queries are received, the wallet database updates
the state to reflect the current activity on their end. Note that
our crypto wallet is an unlisted browser extension, and only
selected participants were asked to perform tasks during the
study. Our wallet code is available on GitHub".

5 User Study: iWallet (V2)

In the main user study, we aimed to evaluate our proposed
accessibility features after two design iterations. Below, we
provide a detailed description of the recruitment process, ex-
periment setup, and data analysis methods.

5.1 Recruitment

To evaluate iWallet (V2), we conducted a user experiment
with novice blind crypto users (N=8, W19-W26). We defined
novice users as those who may have heard of cryptocurrency
but have not traded or used them yet, or those who only had
experience with centralized exchanges (CEXes) such as Coin-
base and Binance, but had no or little experience with non-
custodial wallets such as MetaMask. The screening survey
included questions asking about potential participants’ expe-
rience with cryptocurrency, exchanges, and wallets, as well
as demographic information such as gender, age, educational
level, and country. Given the focus on accessibility of our
wallet (V2), we specifically sought out to recruit blind partici-
pants. To this end, we asked about participants’ visual acuity
and screen reader(s) they used.

The participants were recruited from various cryptocur-
rency channels and forums, including Discord, Twitter, and
Reddit, as well as previous participant pools of our accessibil-
ity studies. Ultimately, our goal was to recruit a diverse group
of participants with varied demographic characteristics, as
presented in Table 3 in the Appendix. All explicitly indicated
an interest in cryptocurrencies and in using crypto wallets.

The participation in our study was completely voluntary,
and participants were allowed to withdraw at any time. The
participants received $30, in form of Amazon gift cards, as a
compensation. The whole study lasted 1-2 hours for our par-

3Wallet code: https://github.com/AccountProject /Wallet_App

ticipants, and blind users tended to spend more time finishing
the study. The study was IRB approved.

5.2 Experiment Setup

Procedure. We started by conducting brief semi-structured
interviews with the participants to gather insights about their
prior experience with cryptocurrency and crypto exchanges, if
any. After answering six knowledge questions (KQs), which
were used to assess their crypto knowledge, they were as-
signed several tasks regarding crypto assets management and
transaction. After finishing the tasks, we asked the partici-
pants KQs again to see if our education was effective and
well received. We then asked participants to fill in a SUS
questionnaire to evaluate the usability of the wallet. Finally,
exit interviews were conducted to obtain participants’ overall
experience of using the wallet, including perceived acces-
sibility and general usability. Suggestions for future wallet
design especially regarding accessibility were also collected.
We conducted all user experiments via Zoom, and recorded
the interviews and tasks, upon consent, for further analysis.
Below we detail the study design.

Exploratory Interview. After introducing our study to
the participants, we asked about their experience and knowl-
edge of cryptocurrency and its underlying infrastructure, i.e.,
blockchain. Most of our participants were truly novice crypto
users, who had only heard of cryptocurrency, and we kept the
interviews with them short. For those who had used crypto
exchanges before, we asked about their general experiences
with exchanges, especially regarding the accessibility aspects.
We also asked them what general and accessibility features
they would expect if they needed to use a crypto wallet to
trade cryptocurrency.

Tasks. Before tasks began, knowledge questions were
asked in a survey to assess participants’ initial crypto knowl-
edge, as a reference to that after performing tasks. The six
knowledge questions (KQs) were multiple choice questions
about core wallet concepts, i.e., token names (ETH), wallet
addresses, seed phrases, account security, transactions, and
gas fees.

Each participant was asked to perform several tasks with
our wallet. The wallet has been pre-installed on the research
team’s local computer, and participants were given access to
control this computer remotely to perform the tasks, which
was a function afforded by Zoom. They were asked to think
aloud and answer questions during the study. We recorded the
participants’ process of performing the tasks for later analysis.

The tasks (N=4) and sub-tasks (n=9) required to finish each
task were revised from [45], and are listed below.We specifi-
cally sought out to observe how accessible our wallet was to
novice/blind users, and identify any accessibility challenges.

* Task T1: Configuration - Creating a new account within
the wallet (sub-task tl). Participants can optionally
watch educational videos to understand the concepts
of crypto, blockchain, and wallet.


https://github.com/AccountProject/Wallet_App

e Task T2: Checking wallet address, (receiving test ETH),
and checking wallet balance. We ask participants to pro-
vide their wallet address to us (sub-task t2), and check
test ETH balance after receiving it (sub-task t3).

e Task T3: Spend/Transfer - Making a transaction of 1
test ETH to the research team. Thus, this task involves
finding the transaction functionality (i.e., Send) (sub-
task t4), entering information such as receiver’s address
provided by the research team (sub-task t5) and ETH
amount (sub-task t6), submitting the transaction (sub-
task t7), and expressing when they think the transaction
is confirmed (sub-task t8).

» Task T4: New device scenario - Imagining using a dif-
ferent device and importing the existing account. We ask
participants to refresh the wallet page (get back to the
onboarding phase), and ask them to import their existing
wallet into the “new” device (sub-task t9).

After using the wallet, we asked the participants to answer
the KQs again to evaluate their crypto knowledge. The SUS
survey was filled out to evaluate the usability of the wallet. In
addition to the 10 items implemented in the SUS survey, we
additionally contained 4 wallet-specific usability questions
concerning the onboarding process, wallet address, transac-
tion process, and gas gee.

Exit Interviews. In the exit interview, we asked partic-
ipants for their opinions on various aspects of the wallet,
including overall experience, accessibility, learnability, secu-
rity, privacy, etc. We also asked for design suggestions from
them to further improve our wallet, especially in terms of
accessibility.

5.3 Data Analysis

We performed both qualitative and quantitative analysis on
our collected data from interviews, task observations, and
surveys.

Qualitative Analysis. Two authors independently coded
the transcripts of the conversations during the experiments and
interviews as well as observational notes, and met regularly
to discuss. Through thematic coding [29], themes started to
merge and brought us back to the transcripts to find more
data for them. We used XMind [10], a mind mapping tool, to
arrange and organize codes and corresponding quotes into a
hierarchy of themes. After several iterations of analysis, we
arrived at the current findings. We use observational notes
and participant quotes to illustrate our points. All quotes have
been anonymized to protect privacy of the participants.

Quantitative Analysis. Recorded videos of the participants
performing assigned tasks were analyzed to measure task
success rates and task completion times. Surveys, including
two KQ surveys and one SUS questionnaire, were statistically
analyzed to understand educational effect and user experience
of the wallet.

6 Findings: iWallet (V2)

Our accessibility features were greatly improved compared to
MetaMask and the previous version of iWallet (V1). iWallet
(V2) outperformed MetaMask in terms of SUS score, task
success rate, task completion time for blind users, and im-
provement in the number of KQs answered correctly after
usage (see Table 1). The security and education features also
helped blind users interact with crypto wallets smoothly and
safely. Our participants provided rich qualitative insights re-
garding our accessibility and security improvement.

6.1 Accessibility

Our improvement in accessibility resulted in a higher SUS
score (81), compared to 70 for MetaMask and 65 for our previ-
ous iteration. Moreover, none of our participants encountered
any difficulties in completing the sub-tasks. Our blind partici-
pants spent 37.8 minutes on the tasks, compared to 40 minutes
in V1 and 47.9 minutes in MetaMask.

Enhancing Accessibility for Equitable Use. Accessibility
was key to blind users’ interaction with crypto wallets and
financial apps in general, but was frequently overlooked. Our
participant, W26, reported her experience of trying multiple
centralized and decentralized crypto exchanges before set-
tling down to Robinhood, which worked well with iPhone
and Voiceover. She added that Coinbase, another crypto ex-
change, was not accessible, leading to a lack of confidence
in using the platform: “It’s confusing, not very friendly. 1
cannot get through it with confidence. If I accidentally hit
a button When dealing with finances, I don’t know if I will
get into an area that I cannot get out of. Buttons should be
labeled correctly instead of just reading ‘button’ or ‘link’.”
After using our wallet, she thought it well met her accessibil-
ity needs, making it possible and enjoyable for her to interact
with crypto wallets. Many of them did not expect crypto wal-
lets to be accessible, and felt it a pleasurable process to use
our wallet. W20 expressed appreciation for our accessible
wallet and inquired about its availability in the Chrome Web
Store and Apple App Store for daily use.

Adequately Labeled Buttons for Intuitiveness. Our par-
ticipants provided positive feedback regarding the clear and
informative button labeling (W20, W21, W22, W23, W25,
W26). Participant W23 highlighted the usefulness of the de-
scriptive button labeling in guiding the completion of tasks,
stating, “I found the button names to be descriptive compared
to other apps I usually use. When I complete a task and press
the next button, I'm quite sure what I'm going to see next, like,
the next is X or Y.” W25 similarly praised the well-labeled
buttons: “The buttons and input fields are pretty well labeled.”

Onboarding/Portability with Low Physical Effort. Our
participants, e.g., W21, indicated experiencing no accessi-
bility issues when making transactions and found the user
interface workflow to be straightforward. W19, W20, W21,
W23, and W26 found the streamlined onboarding process —
whether creating a new wallet or importing an existing one —



Wallet SUS score (out of 100)  Task success rate (%)  Task completion time (min)  Improvement in KQs
MetaMask 70 86 28.2 (sighted), 47.9 (blind) +0.3
iWallet (V1) 65 79 26.1 (sighted), 40.0 (blind) +0.7
iWallet (V2) 81 100 37.8 (blind) +1.3

Table 1: Quantitative results of our evaluations.

to be effortless. W19 expressed that “the onboarding process
is pretty easy to follow,” while W23 echoed her opinion, “Ac-
count creation is intuitive and the steps are straightforward.”
W26 was particularly intrigued by the onboarding process,
which introduced her to the new concept of secret recovery
phrase — something she had never encountered in her previ-
ous experience with Robinhood. Most participants preferred
the option to download the encrypted secret recovery phrase
over the option to write it down manually (W20, W22, W23,
W24, W25, W26). W22 opted to upload the secret recovery
phrase to verify the account, explaining that “selecting the
words takes too much time, and uploading seems less time-
consuming.” W20, who chose to write down the phrase, had
difficulties importing his wallet due to not inserting space be-
tween words while typing them manually. He stated that the
process would have been easier if he had chosen the option to
download the phrase. After the researchers consistently priori-
tized the download/upload option in the onboarding/importing
process, none of the participants in this round had confusion
as observed in the pilot study.

Enhancing Accessibility Enhances Security. The down-
loading option of managing the secret recovery phrase was
also regarded as more secure since it was encrypted by a pin
(W24). W23 further expressed his security concern of the
writing option: “If we are outside, there would be privacy
issues. When we write it down in a mobile phone or computer,
other people can hear it. Not all screen reader users use head-
phones.” Interestingly, several participants downloaded and
wrote down the secret recovery phrase at the same time to
avoid losing it (W21, W22, W24). This could be due to blind
users’ typically cautious behavior when using a new app.

The only remaining accessibility improvement recommen-
dation pertained to ensuring seamless auto-focus on popup
windows for screen reader users (W22, W24, W25, W26).
According to W25, who used JAWS as the screen reader, the
confirmation notification after the transaction was helpful
for blind users; however, the appearance of popups was not
spotted by the screen reader timely. As a result, she had to
navigate to the bottom of the main page before finding the
popup window. W24 suggested using dialog boxes rather than
pop-ups to facilitate easier navigation for blind users.

6.2 Accessible Crypto Wallet Education

It was commonly acknowledged by our participants that hav-
ing sufficient knowledge of crypto wallet was crucial for blind

users since they found difficulty relying on visual cues to infer
meanings of new concepts and inform their security decisions,
echoing with our previous user evaluations. Before the tasks,
most of our participants did not know basic concepts in crypto
wallets such as secret recovery phrase and wallet address, as
shown in the first KQ survey. W24 explicitly indicated that
she was “not sure what secret recovery phrase and wallet
address meant.” W19 was on-boarded to a crypto wallet by
her brother, but did not use it ever, as she found it conceptu-
ally harder to use than traditional financial apps. She added,
“Blockchain concepts and terminologies are a totally different
world.” Before the experiments, our participants answered 3.3
questions correctly out of a total of 6 on average. Following
the experiments, the number increased to 4.6. After using our
wallet, 10 more participants (from 6 to 16) correctly answered
the question on wallet address, compared to an increase of two
for the baseline MetaMask. Such evidence demonstrates the
efficacy of our accessible education designs, including rich
instructional videos and concise text summaries as suggested
by blind users in the pilot study, as well as text explanations
of wallet address, ETH, etc.

Crypto Knowledge. The instructional videos were effec-
tive in familiarizing some users with crypto concepts (W21,
W22, W23, W25, W26). W22 found the videos useful for
learning how to create and use a new wallet: “The informa-
tion was totally new for me. That’s why I watched the videos.”
W25 intended to watch all the videos to “make sure what
it is, in case doing something incorrectly.” She thought the
videos were concise and taught her interesting concepts such
as mining. W26 thought the videos were of good length and
helped explain things, such as what secret recovery phrase re-
ally meant. W24 found the videos easy to understand, played
at reasonable speed, jargon-free, and informative. On the con-
trary, W20 did not watch any videos in the onboarding process
and had difficulty understanding crypto terminologies such as
the secret recovery phrase in subsequent steps. He acknowl-
edged that he would have watched the videos if he knew there
were related operations afterward. Additionally, some partici-
pants, such as W24, preferred to read the text summaries of
the video content rather than watch the videos themselves.

By explicitly explaining the “Wallet Address” right above
the string and putting the text “ETH is a digital currency”
below the ETH balance, we enabled our participants to locate
them promptly (W19, W20, W24). In contrast, there were no
such text cues in MetaMask and our previous version, making



it harder for blind users to infer their meanings. Many of our
participants, including W19, indicated using the explicit text
evidence to find the wallet address.

Goal-Directed & Engaging Learning. The gas fee slider
was deemed as an intuitive way to adjust gas fee by our partic-
ipants (W19, W20, W23). W20 thought it was a nice design to
have in the wallet. He further explained that he would select
the low option when sending money to friends and the high
option if he was sending money for business or critical trans-
actions to make it more timely. W25 went with the default gas
fee, since she “didn’t know enough about it [gas fee] to make
it go through.” W22 also chose the default gas fee because
she thought “the system default would be a good option, and
users tend to think the default one is the best option for them.”
W24 further suggested a design to show how many people
were choosing each option to inform new users’ decisions and
increase their trust of the slider as a social navigation feature.

6.3 Usable Security Features
Our participants anticipated a wide range of security measures
other than passwords in a crypto wallet in the pre-experiment
interview, including pincode (W19), two-factor authentication
such as Google Authenticator (W24, W25), account/password
recovery, e.g., when losing the initial device (W25), and bio-
metric authentication, such as fingerprints and face recogni-
tion (W19, W24), especially in the transaction process where
stakes became higher. After the study sessions, all participants
felt iWallet was secure. For instance, W25 thought iWallet
was safe since “the secret recovery phrase is encrypted [into
the downloaded file] and cannot be read by others.” W22 both
downloaded and manually wrote down the secret recovery
phrase, and thought it as two-factor authentication. W23 re-
called the instructional videos reminded him about password
security: “[It] should be strong, not a human or pet name.”
The security feature of asking users to re-type and check the
last 4 characters of the destination address was well received
by our blind participants (W21, W22, W25, W26), who could
not easily notice different addresses. W21 interpreted the
feature as a way to verify who to send money to, which was
a common understanding among them. W25 added that in
regular apps, when people made transactions, there would
be prompts like “are you sure it’s the right person?” W22,
who reconfirmed the last 4 characters multiple times, thought
it as a very useful option. However, one participant (W25)
noted that it could be hard to catch the last 4 characters with
a screen reader and retype them in a single pass.

7 Discussion

In our study, we utilized a competitive analysis of existing wal-
lets, semi-structured interviews, and task-based experiments
to identify major accessibility issues experienced by users
which led to both learnability and security challenges for blind
users. We further implemented and evaluated accessibility-
centered design solutions for crypto wallets. Our findings shed

light on addressing the accessibility, security, and learnability
challenges faced by blind users when using crypto wallets.
In this section, we reflect on accessibility issues in the
emerging application domain of crypto wallets and how we
alleviated some of these challenges through an iterative design
approach. In addition, we discuss education, usable design,
and security interventions for improving accessibility. Our
goal is to contribute to empirical knowledge in accessibility
issues associated with crypto wallets; particularly the inter-
section of accessibility and security for blind users [12,46].

7.1 Accessibility Helps Usable Security

Accessibility is of utmost importance for security for blind
users. Many user-facing security concerns in the crypto space
stem from user misconceptions [40,41]. Inaccessible wallets
leave blind users especially prone to these misconceptions,
and in turn, vulnerable to security breaches. We extend prior
work [46] by identifying several instances where security
information and consequences are not effectively commu-
nicated to users via design and assistive technology in the
context of crypto wallets. Participants in our study identified
ill-fitting security and crypto concepts on MetaMask, making
it difficult for them to internalize the consequences and make
informed decisions during tasks. For example, seed phrase
was not conceptually perceptible for blind users to understand
the length of security exploitation if they did not save it se-
curely. In addition, MetaMask provided little audio guidance
for web elements, misleading screen reader users during use.

To address these design issues, iWallet incorporated re-
designed features that better served blind users in transitioning
towards more beneficial states of security awareness. For ex-
ample, we implement a feature prompting users to confirm/re-
type the receiving address during transactions, which helps
blind users ensure they are sending crypto to the correct ad-
dresses, and potentially helps them avoid “clipboard hijacker”
which replaces crypto wallet addresses with lookalikes [49].
This design was especially praised by our blind participants
since they could not visually differentiate between different
wallet addresses like sighted users and were thus more prone
to accidentally sending assets to the wrong addresses. Meta-
Mask did not require address confirmation, and several blind
users sent assets to their own addresses instead of the one
provided by the research team. In short, by improving acces-
sibility, we also improved security.

Another key challenge of crypto wallets for our novice user
participants was the lack of fundamental knowledge about
cryptocurrencies and wallets [21]. Therefore, we incorporated
educational materials about crypto concepts and security into
our wallet redesign. We emphasize the importance of learning
these critical yet hard-to-grasp concepts by closely collabo-
rating with blind users through the iterative design process.
Technical concepts are difficult for novice users to grasp.
Accessible designs such as textual explanations about these



concepts should be included which blind users can access
and benefit from. These accessible educational materials can
contribute to the usable security for blind crypto wallet users.

7.2 Improving Crypto Wallet Accessibility

Though accessibility issues in crypto wallets are well known
[27], little effort has been devoted to understanding and im-
proving them. In our user testing of MetaMask, we found that
blind users encountered numerous unlabeled buttons, render-
ing them unable to complete critical steps, including reveal-
ing secret recovery phrases, entering transaction amounts, etc.
Some participants skipped the secret recovery phrase backup
process during onboarding due to the frustrating accessibility,
which could potentially lead to severe security risks. Our re-
design and evaluation indicated that adhering to accessibility
standards and best practices such as WCAG [8] and ARIA [2]
could address some critical accessibility issues (e.g., unla-
beled buttons) and foster greater adoption of crypto wallets.
Future design of crypto wallets should explicitly consider
accessibility and implement accessibility best practices.

Moreover, blind users have their unique challenges and
needs than sighted users. Visual cues may be quickly grasped
by sighted users. For example, after seeing the wallet address
string, they immediately knew it was the wallet address with-
out explicit explanations. However, blind users could hardly
use such visual evidence to infer unfamiliar concepts. It is
also harder for blind users to infer the status of an operation,
e.g., if a transaction is confirmed, while sighted users find less
difficulty spotting content change on the page, e.g., the change
of ETH balance. To improve accessibility for blind users, it is
essential to provide more explicit explanations and notifica-
tions that can boost their confidence in using crypto wallets.
While our notifications in form of popup windows are not
accessible enough for blind users, we recommend providing
sound notifications which are clear and distinguishable [19].
For example, different sounds can be used for different types
of notifications, such as new transactions or errors.

Similarly, we observed that some simple operations for
sighted users were conceptually or practically harder for blind
users. For example, confirming the secret recovery phrase
by re-arranging the shuffled 12 words into the original order
was extremely hard with a screen reader. The blind users
had to go back and forth to check each word and select them
in MetaMask. Correspondingly, we designed an additional
option for users to download and upload the secret recovery
phrase seamlessly, which was well received by them, finding
it time-saving and convenient. The encryption feature further
added to the perceived security of the wallet.

Through our iterative design and evaluation, we are aware
that adhering to accessibility standards and guidelines is im-
portant, but not enough. Application context is crucial for
accessibility development. In financial scenarios, blind users
expect more notifications and accessible security measures to
allow them to navigate the pages with confidence. Thus crypto

developers, who are often sighted, should consider accessibil-
ity as a key design requirement for their wallet design. Both
accessible content features (e.g., educational videos, screen
reader compatible text descriptions) and design features (e.g.,
gas fee slider, downloadable encrypted secret recovery phrase,
receiving address checking) could be helpful for blind users.

7.3 Limitations and Future Work

There are a few limitations of our presented work. First, our
user studies and redesigns only focused on MetaMask and
thus we can not claim that the set of crypto wallet accessibility
issues we found was exhaustive. However, these issues were
common in other wallets as shown in our competitive analysis.
Second, while our sample size is on par with or even larger
than that of many other usable security studies with blind
users, a larger sample of blind users with diverse (technical)
backgrounds would be useful. Third, our tasks may not fully
simulate and reveal users’ actual behaviors in real transactions
when stakes become higher (e.g., transactions involving their
own real crypto assets). Future work could deploy the crypto
wallet and study user behavior in practice. Last but not least,
there are limitations of our accessibility designs. For example,
encrypting the secret recovery phrase with a PIN means that
users need to safeguard and recall the PIN, which could also
become a target for attackers. Future work could consider
addressing these limitations and proposing additional designs,
e.g., security mechanisms that completely remove the need
for having the secret recovery phrase.

8 Conclusion

We presented an iterative redesign of MetaMask to make it
more accessible, usable, and secure for novice, blind users.
Building on the perspectives of 23 blind users, one low-vision
user, and an additional 20 sighted users (N=44), we uncov-
ered a number of accessibility problems with MetaMask that
frustrate blind users and that leave them disproportionately
prone to common security risks. Our summative evaluation
suggests that our redesign alleviated many of these problems:
e.g., we followed best practices for accessible design to allow
screen readers to access the user interface elements, presented
an option for downloading one’s secret recovery phrase in
an encrypted file to circumvent the need to manually write
it down, and created accessible text- and video-based guides
to help users understand crypto concepts. Building on these
findings, we proposed design implications for creating a more
accessible and secure crypto infrastructure for blind users.
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A Evaluation and User Review of Wallets

With our goal of improving usability, before initial designs,
we got familiar with and systematically evaluated 10 popular
crypto wallets on Ethereum, in 3 aspects, i.e., education, se-
curity, and accessibility. Since some wallets were developed
and used in multiple platforms (i.e., mobile, browser, and
desktop), we evaluated them independently, and analyzed the
consistency across different platforms. These 10 wallets are:
MetaMask (Browser & Mobile), MyEtherWallet (Browser &
Mobile), Trust (Mobile), Coinbase Wallet (Mobile), Exodus
(Desktop & Mobile), Argent (Mobile), Jaxx Wallet (Desktop
& Mobile), DeFi Wallet (Mobile), Lumi (Mobile), and Atomic
(Desktop & Mobile). We also analyzed user reviews from var-
ious sources such as Chrome Web Store (chrome extension),
App Store (i0S), and Google Play Store (Android) to gain
additional insights on each wallet.

Evaluation General Features. According to our evaluation,
we found that the wallets contained similar functions and
processes: an onboarding process where users got and were
asked to keep their seed phrase, which was the only way
to access their wallets, buying/sending/receiving/exchanging
crypto assets, and displaying chart information about each
asset’s market values and trends. Table 2 lists features in
different wallets.

Cross-platform wallets allowed users to access their as-
sets on different devices and with different operating systems.
However, only half of the wallets evaluated had an alternate
platform besides mobile. This could be an accessibility con-
cern for those who wanted to use a crypto wallet but did not
have a smart phone.

A notable feature comes from the DeFi mobile wallet,
which integrates a status meter for users to check on current
gas prices, with estimated transaction times, cryptocurrency
values, USD values, and graphics for showing how much
traffic is currently on the Ethereum network. This feature
may help users make better-informed financial decisions and


https://arxiv.org/pdf/2003.03810
https://arxiv.org/pdf/2003.03810
http://lersse-dl.ece.ubc.ca/record/334/files/voskart_fc20.pdf
http://lersse-dl.ece.ubc.ca/record/334/files/voskart_fc20.pdf

Wallet Multiple Seed Multi-sig | Two- Education | Gas/Traffic| Dapp In- | Accessibility
Platform | Phrase Security | factor Page Meter tegration
Security Auth
MetaMask v 4 X X X X 4 v
MyEtherWallet| v/ v X X v X X X
TrustWallet X v X X v X 4 X
Coinbase v 4 X X X X v v
Exodus v v X X v X X X
Argent X X v X X X v X
Jaxx v 4 X X X X v X
DeFi X v X v v v X X
Lumi X v X X X X X X
Atomic v v X X v X X X

Table 2: Competitive analysis of existing crypto wallets.

develop a greater awareness of how gas prices work. Our later
design of the gas fee slider has been inspired by this feature.

Education. A main usability issue is the lack of educational
resources for users. Half of the wallets contained education
resources and features, but typically only provided one or two
screens. MyEtherWallet (mobile) was the only wallet that had
a dedicated resource page, educating users on cryptocurrency,
blockchain technology, security/privacy best practices, and
the wallet itself. However, these resources were not properly
embedded in the browser version of MyEtherWallet: the re-
sources were externally provided, and one must log out of
their wallet to access them.

MetaMask (mobile) was the only wallet that provided a
tutorial for users, teaching them about different parts of the
app and what they could do. However, this tutorial was only
accessible as a part of the onboarding process, with no other
way of accessing it in the future or daily use. This tutorial was
also completely absent from its browser extension counterpart,
again displaying cross-platform inconsistency.

Several wallets included tips or popup screens that ap-
peared after clicking a “help” icon, especially for certain
screens/features which required additional clarification. But
they were not present in other screens where a user may need
help or instructions. For example, MetaMask (mobile), Argent,
and DeFi only provided instruction in the settings section,
specifying their security measures. The remaining screens
were designed with the assumption that users understood
their content.

Security. Out of the 10 wallets evaluated, nine used a
mnemonic/seed phrase for account backup and recovery. The
only wallet without a seed phrase mechanism, Argent, al-
ternatively utilized a multi-signature authentication for the
same purpose. Specifically, one could choose trusted people
as “guardians” to help recover the wallet and approve trans-
actions. Other common security measures in these wallets
included daily transaction limits, auto-locking, and 2-factor
authentication via Web2 intermediaries such as phone/email
or a third-party authenticator.

Some wallets, such as MetaMask chrome extension, does

little to guarantee security/accuracy of transactions. Specifi-
cally, it did not include a confirmation mechanism to verify
receiving address during performing transaction. As a result,
users would miss the opportunity to double check, which may
lead to sending crypto to a wrong address.

Accessibility. During the wallet accessibility evaluation, we
used a contrast checker [9] to check the color contrast of Meta-
Mask as well as Coinbase wallet. In MetaMask, the contrast
ratio between foreground color (i.e., text) and background
color was 4.27 : 1, which did not meet the standard of WCAG
2.0 level AA, which is a standard to assess web accessibility
compliance [35].

User Reviews We analyzed users reviews to gain addi-
tional insights on each wallet, and identify features/functions
users wanted. To have an abundant collection, we collected re-
views for each wallet from Apple App Store (for iOS version),
Google Play Store (for Android version), and browser stores
of Chrome and FireFox (for browser extension version). From
the thematic analysis of the user reviews, we similarly found
three main areas of improvement, i.e., education, security, and
accessibility. Here we present representative issues encoun-
tered by users, as well as design suggestions and preferences
provided by them.

Education - MetaMask [Firefox Browser Add-on] Users
frequently indicated the need for educational resources and
instructions during the onboarding process of crypto wal-
lets. One such example was from a MetaMask user who
complained about the lack of (jargon-free) instructions in
MetaMask: “I’'m a newby with little experience. The instruc-
tions from MetaMask are confusing and often lead to screens
where there are no direct instructions on what to do next.
MetaMask seems to lack personnel who can write instructions
in a clear (without jargon) style.” - Firefox user 16749602, 1
star (03/12/2021)”

Security - MetaMask [Google Play Store] The limited us-
ability and security afforded by seed phrase is repeatedly
complained about. Some users mentioned the current process
of dealing with the seed phrase was time consuming, and less
usable than the traditional security measures they usually used



in Web2, such as Google Authenticator: “I think there could
be more security options, like google authenticator, email ver-
ification! A friend of mine was hacked last week, by some sort
they got possession of his 12 word seed phrase and boom 5k
lost!” - Pedro Santos, 4 stars (05/07/2021)

Accessibility - MyEtherWallet [App Store] Yet another im-
portant area of improvement is accessibility for engaging a
broader audience to the crypto space. Regarding accessibil-
ity, many users encountered unlabled buttons and input fields
while using crypto wallets, e.g., in the following review, “But-
tons need to be labeled for TalkBack users who are blind. I'm
unable to create or sign in to the app, because a fair number
of the buttons are not labeled so I can’t tell if I'm entering
in something correctly or not let alone if it is correct and
heading the correct or wrong button.” - chuck winstead, 1
star (03/23/2021)

The above analysis of wallet features and user reviews has
heavily impacted our redesign process.

B Participant Demographics

We strove to recruit a diverse set of participants for our user
evaluations, in terms of age, gender, profession, and vision
ability. By so doing, we aimed to identify unique needs of
potential crypto users, especially those who were blind, and
inform inclusive designs for our crypto wallet. Most partic-
ipants did not have prior experiences with cryptocurrencies
before the study. Only six out of 44 had some prior experience
with centralized exchanges such as Binance and Coinbase.
More demographic details of our participants are summarized
in Table 3.

C Pilot Study Results of iWallet (V1)

The pilot results of iWallet (V1) showed that the educational
materials helped users understand cryptocurrency and wallet
concepts and terms. Most participants deemed the videos use-
ful and were willing to watch them. However, some skipped
videos due to their habit (e.g., W1), perceived uselessness
(e.g., W10, “I skip everything but can still get it set up”), and
preferring text over videos (e.g., W15, “I'm a text person”).

W5 suggested making the videos mandatory, which could help
novice users learn the important basics. W3 further suggested
embedding a video to educate users on crypto-related laws.
On average, our participants got 3.7 knowledge questions cor-
rectly before using the wallet, and that average increased to
4.4 after using the wallet, showing an 19% improvement. In
addition, nearly all blind users expressed that they preferred
text instructions over video instructions since text were more
accessible and saved time.

The security feature of confirming the receiving address
was positively received by the participants. All of them ex-
pressed that the design made them more confident during the
transaction process.

Our accessibility improvements led to less time for task
completion for blind users. It took them 40 minutes on aver-
age to finish all the tasks, while in the MetaMask evaluation,
the blind users spent an average of 47.9 minutes on the tasks.
However, we identified several accessibility challenges in our
initial redesign. For example, our blind participants suggested
putting explicit text explanations, such as “wallet address,”
next to the elements, to help them more easily understand
crypto concepts. The button labeling was not intuitive and
informative enough for many blind users, e.g., when they
clicked the Next button: “Next to what? More information is
needed.” Our blind participants further expressed that videos
should be complemented by text summarizing their content,
which was a favored medium for them to save time. The
option of downloading the encrypted version of the secret
recovery phrase was deemed helpful for blind users. How-
ever, we did not prioritize the option of uploading the secret
recovery phrase in the account importing process. W11 ex-
pected the upload option on the left in the account importing
page but only saw the “typing the phrase” option. She failed
to import her wallet since she typed in the encrypted phrase
which was downloaded during the onboarding instead of the
plain text phrase. As a result of this inconsistent design, six
out of eight blind participants were unable to import their
wallets successfully. This highlighted the importance of con-
sistency of function layout, especially for screen reader users
who had more difficulty navigating. The accessibility glitches
explained our relatively low average score (65 out of 100) in
the SUS survey.



ID Platform Country Gender Age Occupation Crypto Visual

Group Experience Impairments
Ml MetaMask Germany Female 25-34 PhD Student N No
M2 MetaMask China Female 18-25 Master Student Y No
M3 MetaMask China Female 25-34 Master Student Y No
M4 MetaMask Sweden Female 18-25 Master Student N No
M5 MetaMask us Female 18-25 PhD Student N No
M6 MetaMask China Male 18-25 Data Scientist N No
M7 MetaMask us Male 18-25 Self-employed N No
M8 MetaMask ~ Netherlands Male 25-34 Vehicle Engineer N No
M9 MetaMask India Male 25-34 PhD Student Y No
M10 MetaMask Switzerland Male 18-25 Administration N No
Ml11 MetaMask usS Male 45-54 Accessibility Expert Y Blind
MI2  MetaMask Us Female  35-44 Logistics Management N Blind
Specialist
M13 MetaMask UsS Female 45-54 Contractor N Blind
Ml14 MetaMask usS Male 25-34 PhD Student N Blind
M15 MetaMask usS Agender 35-44 Freelance Artist N Low-vision
M16 MetaMask usS Male 25-34 Master Student N Blind
M17 MetaMask US Male 45-54 Financial Consultant N Blind
M18 MetaMask usS Female 25-34 Self-taught Student N Blind
W1 iWallet(V1) uUsS Male 18-25 Master Student N No
w2 iWallet(V1) Us Female 25-34 PhD Student N No
W3 iWallet(V1) Spain Female 18-25 Translator N No
W4 iWallet(V1) UsS Male 18-25 Store Worker N No
W5 iWallet(V1)  Netherlands Male 18-25 Journalist N No
W6 iWallet(V1) Nigeria Female 18-25 Undergrad Student N No
W7 iWallet(V1) China Female 18-25 Accountant N No
W8 iWallet(V1)  Hong Kong Male 18-25 Master Student Y No
W9 iWallet(V1) China Female 18-25 Project Manager N No
W10 iWallet(V1) usS Male 25-34 PhD Student N No
Wil iWallet(V1) usS Female 25-34 Unemployed N Blind
Wwi2 iWallet(V1) usS Female 55-64 Accessibility Specialist N Blind
W13 iWallet(V1) UsS Male 25-34 Accessibility Evangelist N Blind
W14 iWallet(V1) Italy Female 35-44 PhD Student N Blind
W15 iWallet(V1) US Male 18-25 Undergrad Student N Blind
w16 iWallet(V1) Bahrain Male 25-34 Administration N Blind
W17 iWallet(V1) UK Male 35-44 Open-source Developer N Blind
W18 iWallet(V1) Canada Male 25-34 Developer N Blind
w19 iWallet(V2) usS Female 35-44 Accessibility Consultant N Blind
W20 iWallet(V2) uUsS Male 18-25 Lab Scientist N Blind
W21 iWallet(V2) Us Male 18-25 Therapist N Blind
W22 iWallet(V2) India Female 35-44 Bank Manager N Blind
W23 iWallet(V2) India Male 25-34 Partnership Specialist N Blind
W24 iWallet(V2) UAE Female 18-25 High School Graduate N Blind
W25 iWallet(V2) US Female 45-54 College Student N Blind
W26 iWallet(V2) us Female 55-64 Self-employed Y Blind

Table 3: Demographic information about the participants. M1-M18 tested MetaMask. W1-W18 tested iWallet (V1). W19-W26
tested iWallet (V2).
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